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1. Khai niém

1.1 Ma hoa bang khoa céng cong (Public Key Encryption)

Phuo’ng phap mé hoa cb dién chi st dung mot Key cho sy ma hoa. Nguoi glri sé ma hoa théng
diép cta ho bang Key nay. Vé phia ngum nhan dé g|a| ma hoa thdng diép thi ho ciing can pha|
c6 Key d6. Nhw vay chac chén nguoi glri sé phal glri cho nguwdi nhan Key doé. Trén ly thuyet ban
than key do rat cé thé sé bi mot nguoi khac chiém duwoc trong qua trinh van chuyén. Néu nhw
mot ngudi khac co duwoc Key dé thi ho sé co thé gidi ma hoa va xem dwoc ndi dung théng diép
cla ngwoi glri. Nhw vay tinh an toan va bado mat cho théng tin khéng con niva.

Khoda cong cong (Public Keys) dwoc ra doi dé gidi quyét van dé nay. Thwc chéat khoa Public Keys
la viéc str dung 2 Keys co6 lién quan v&i nhau:

- Public Key: Duoc stz dung dé ma hoa nhitng théng tin ma ban mubn chia sé véi bét ci ai.
Chinh vi vay ban cé thé ty do phan phat né cho bat cr ai ma ban can chia sé théng tin & dang
ma hoa.

- Private Key: Bung nhw cai tén, Key nay thudc sé& hiru riéng tw ctia ban va né dwoc str dung dé
ma hoa thong tin cho muc dich ca nhan cua riéng ban. Chi minh ban s& hiru né, Key nay khéng
dwoc phép va khong 1én phan phat cho bét ci ai.

Khi can thyc hién cac nhu cAu ma hoda cac théng tin riéng tw cGa chinh minh mét cach bi mat ma
khéng mudn chia sé théng tin 4y cho bét cr ai. Ban can phai sir dung Private Key. Ngwoc lai khi
mudn ma hoa cac théng tin véi muc dich chia s& né véi mot sé dbi twong ma ban muébn chia sé
théng tin ban sé& st dung Public Key d& ma hoa ching rdi giri cho ho. Sau dé ban than ho sé st
dung Private Key cta chinh minh dé giai ma hoa.

Diéu quan trong & khai niém nay 1a ban phan biét va hiéu dwoc tinh nang va cach st dung cla 2
loai Keys: Public Key va Private Key.
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1.2 Chir ky dién tr (Digital Signatures)

Dé chirng minh rang moét théng diép da thue sw dwoc glri bdi chinh ngudi glri ma khong phai la
do mét ké khac gia mao. Khai niém Digital Signatures dwoc ra d&i. Khi str dung Digital
Signatures ban sé kiém tra dwoc tinh xac thuc ctia mot thong diép. Viéc si dung Digital
Signatures sé giam bét nguy co gida mao théng diép (dac biét la cac théng diép gid mao cac hang
Security, Software I&n v&i muc dich phat tan Virus hay Trojan t&i ban). B&i ban cé thé dé dang
xac minh dwoc théng diép dé cé phai thwe sy dén tir d6 hay khoéng ?

Digital Signatures |a sw két hop gitra Secret Key (khoa bi mat) va text. Tiép d6 n6 sé s dung
Public Key ctia ngudi giri d& tham tra thong diép. N6 khong chi kiém tra, thAm dinh théng tin vé
ngudi glri ma né con co6 thé kiém tra ca ndi dung clia thdng diép. Nhw vay ban sé biét dwoc réng
théng diép doé khong bi gid mao va né khoéng bi stva dbi hay can thiép vao ndi dung trong quéa
trinh van chuyén.

1.3 Mang an toan (Web Of Trust)

Mot diém yéu trong thuat toan cia Public Key. Cho phép mét ngudi stv dung c6 thé mang va lwu
hanh mét Public Key véi User ID khéng chinh xac. Ké tan cong co thé lgi dung yéu diém nay dé
gidi ma va doc nhirng théng diép cltia ban. Ké tan cdng sé khai thac né bang cach s dung cac
Public Key vé&i cac thong tin vé User ID gid mao trong do.

Chinh vi vay giai phap PGP (GnuPG - Gnu Privacy Guard) da dwoc ra doi dé giai quyét van dé
nay. Public Key cé thé dwoc ky nhan b&i ngudi st dung khac. Chir ky nay (Signatures) thira
nhan Key dwoc st dung b&i UID (User Identification - Dinh danh ngui ding) thuc sw thudc vé
nhirng ngwdi s& hivu N6 chinh thire. Ban co thé tin twéng vao su tin cay cta Key do, khi ban tin
twéng nguoi glri Key do va ban biét chac chén réng Key dé thuc s thudc quyén sé hivu cla
ngwoi giri d6. Chi khi ban thyc sy tin twédng vao Key clia ngwdi ky nhan cling nhw tin twéng vao
Signatures dé. Dé tang thém tinh tin twéng vao Key ban cé thé so sanh Finger Print b&i cac kénh
dang tin cay

1.4 Nhirng danh gi&i t¢i sy an toan (Boundaries to security)

Néu ban cé di liéu va ban muén gitr an toan cho di liéuj ctia ban. Khi d6 ban cén xac dinh né
st dung thuat toan ma hoa ndo. Ban dang nghi vé sy an toan mét cach téng thé cho hé théng
cta ban. Trén |y thuyét PGP dwoc chung ta coi la an toan, nhwng khi ban doc tai liéu nay da co
mét s6 tinh dé ton thwong clia PGP dwoc biét dén. Trong cudc séng khong mét diéu gi co thé
dwoc coi 1a tuyét dbi. Tinh an toan ctia PGP cting vay. Nhung t6i dam khang dinh v&i ban rang
viéc tan cong PGP khong phal la viéc dé. Pa sb cac cudc tan cong dé xay ra phan I&n do sw bat
can clGa nguoi sir dung. Chang han nhu viéc dat Password khong tét sé dan dén viéc Secret Key
bi Crack. Hay mét vai nguyén nhan khac mac du khé xay ra nhwng chung ta khéng thé khéng dé
phong nhw: PC cla ban bi dinh Trojan, Keylogger, mét ai d6 doc cac thong tin vé PGP hién thi
trén man hinh cda ban...

Nhirng sy kém an toan t6i da néu & trén khong hé cé y gi khac chi mong ban hiéu rang. Khéng
mot cong cu ndo co tinh an toan tuyét déi ca (PGP ciing vay). Ban sé c6 sy an toan tuyét di trén
hé théng cGia minh khi ban thuwéng xuyén dé y, that chat va thwe hién nghiém tdc cac chinh sach
va ndi quy vé bao mat, an toan hé théng...

2. Cai dat (Instalition)



2.1 Nguén GnuPG (Source For GnuPG)

Ban c6 thé 14y GnuPG tir Site chinh thic clia GnuPG (http:/www.gnupg.org/) tir ban cé thé chon
cac Mirmor ¢ vi tri dia ly & gan ban d& Download GnuPG vé.

Néu PC clia ban da cai dat cac phién ban ctia GnuPG hay PGP, ban can kiém tra chir ky clia cac
Files.

2.2 Céu hinh (Configuration)

Ban c6 thé Down vé GnuPG & dang cac géi Debian (Debian Packages), RPM (Redhat Packages
Manager) hay & dang ma nguén (Open Source). Théng thuwdng & cac Distributed théng dung clia
Linux nhw Redhat, Mandrake, SuSE...GnuPG thuwong dwgc cai dat mac dinh kém ngay khi

cai dat Linux. D& kiém tra xem GnuPG da dwoc cai dat trén hé théng cla ban chwa ? Ban dung
lénh:

rpm -q gnupg

Théng thwdng cac géi RPM thiét dat cac file nhi phan, nhirng céng cu tai liéu trén nén tang hé
thdng Linux. Néu ban st dung cac hé théng khac nhw: Sun, *BSD, Unix...Ban Ién Down
GnuPG & dang ma nguén va tryc tiép cu hinh va bién dich ching dé dat dwoc yéu cau téi wu
hoa GnuPG cho hé théng clia ban. Ban c6 thé tim dwoc danh sach nhirng hé thong twong thich
GnuPG trén Site chinh thirc da néu trén.

Viéc cai dat GnuPG tlr cac Packages kha don gian lén t6i khong nhéc dén. Bay gio tdi sé néu
gua cac thao tac cau hinh va cai dat GnuPG tir ma nguon ctia né.

Dau tién ban hay bung nén tap tin ma ngudn ctia GnuPG:

bung nén ma nguon:

.Jconfigure

Néu cé khuc méc ban cé thé st dung tuy chon Help dé biét thém théng tin:

Jconfigure --help

2.3 Bién dich (Complie)

Dé bién dich GnuPG chung ta gé:

make

Moi viéc dién ra xuén xé thi khong cé gi dé& noi. Néu nhw moi viéc dién ra khéng nhw y muén.

Ban hay tham khao thém thong tin vé g& réi & trang chi ctia GnuPG (http://www.gnupg.org/)
hoac ban hay dwa van dé cta minh Ién Mail List cia GnuPG.

2.4 Cai dat (Installtion)
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Bay gi®» dé cai dat ban gé:
make install

Theo mac dinh thi cac trang man ctia GnuPG dwgc chira & /local/share/gnupg. Ban c6 thé chay
GnuPG nhuw SUID root hay b4t c&r SUID nao khac. Nhw vay chwong trinh dé sé dwoc chay véi
tAt ca d&c quyén ma User d6 cd. Viéc nay ngoai trir kha nang nhirng bd phan nhét dinh cla
chwong trinh duwoc lwu gitr & mot noi khac va né ¢ thé bi sir dung béi mot User khac trén cung
hé théng d6. Nhwng cho ly do an toan ban khéng 1&én st dung GnuPG véi SUID root. Néu nhuw
khéng muén GnuPG chay véi SUID root ban thiét lap tuy chon "no-secmen-warning" vao trong
file:

~/.gnupg/options

3. Str dung khoa (Using Keys)

3.1 Tao khoa (Creating Keys)
V@i viéc str dung lénh:
gpg --gen-key

M6t cap khoa méi sé dwoc tao (g(f)m Secret Key va Public Key). GnuPG sé& hoi ban st dung
thuat toan ma hoa nao. Ban co thé tham khao thong tin vé cac thuat toan ma hoa:

e http://www.hertreg.ac.uk/ss/pgpfaq.html - PGP DH vs. RSA FAQ

2 thuat toan mé hoa dwoc str dung rong rai la DSA va RSA. Tuy nhién theo y kién cla ban than
toi thi RSA dwoc str dung rong rai va cé kha nang ma hoa dir liéu @ mirc d6 cao hon DSA.

Lwa chon ké tiép clia ban sé la do dai cta Key (Key Lenght) Ban can lwa chon gitra 2 tinh néng
sw bao mat va thdi gian. Néi mét cach dé hiéu néu do dai ctia Key I&n thi kha ndng ma hoa
théng diép cang cao. Chinh vi vay thi gian ma PC cla ban danh dé thyc hién cdng viéc ma hoa
va gidi ma hoa sé I&n. Mac dinh véi GnuPG gia tri cuc tiéu dd dai cha key |1a 768 bits va gia tri
cwc dai la 2048 bits.

GnuPG sé lan lwot yéu cAu ban vao cac thong tin vé ban nhu: Ho va tén day da (Fullname), dia
chi (Comment), dia chi mail (E-mail). Dé lam co s& cho cong viéc tao ra cap khoa méi cla
GnuPG. Ban c¢6 thé thay doi cac thong tin nay sau.

Cubi cung ban sé phai nhap vao mét Password (co chap nhan ky tw Space). N6 dwoc sir dung

dé diéu khién Secret Key cuia ban. Mot Passphrase tét chira dwng nhirng yéu té sau:

o N6 phai co do dai hop ly
e Chtra dwng nhirng ky tw dac biét


http://www.hertreg.ac.uk/ss/pgpfaq.html

e Dam bao an toan khong bj suy doan mét cach dé dang (khoéng s dung céac thaong tin lién
quan dén ban nhu: tén, ngay sinh, dia chi, s6 nha...)

Lén nh& [éng ban khong dwoc phép quén Password da néu & trén. Boi néu quén no ban sé
khong thé phuc hoi lai né cling nhw dieéu kiém soat Secret Key ma ban da tao ra.

Sau cuing ban dung ban phim nhap vao cac ky tw ngau nhién dd yéu cau sé bit ma

GnuPG can dé tao ra mot cap khoa méi (@& ddm bao tinh ngau nhién va sw bdo mat cho cép
khoa mai). Ban doi trong gidy lat, GnuPG dang phan tich, tinh toan cac théng tin ma ban dwa
vao dé tao ra cho ban moét cip khoa méi. Qué trinh nay hoan tat ban sé cé trong tay 2 Key:
Public Key va Secret Key.

3.2 Xuét khoa (Exporting Key)

Dé xuét Key cho mét ngudi ding ban s dung lénh:
gpg --export [UID]

Néu khong c6 thong tin vé UID thi tat ca cac khoa hién hanh sé& duoc xuét ra. Theo

méac dinh da dwoc thiet 1ap toi tuyen stdout. Khi st dung tuy chon -o théng tin dé sé dwoc gtvi
dén mat file. Khi st dung tuy chon -a né sé ghi ra mét khoa ASCII 7 bit thay cho file nhi phan
Binary.

Chac dén day ban sé dat cau hdi tai sao lai phai xuat Keys ? Hiéu mot cach don gian khi xuét
khoa ban sé cé kha nang trao ddi dir lieu mét cach an toan vai nhidu dung khac trén Internet. Khi
xuét Public Key ban sé chia sé né véi bat ctr ai mudn trao di thdng tin véi ban mét cach an toan.
Ban c6 thé Up Public Key minh l1&én mot dia diém nao do trén Internet dé chia sé v&i moi nguoi
nhw:

e Up lén chinh Homepage cla ban.
e Up Ién cac Key Server thong dung nhw: http://www.pca.dfn.de/dfnpca/pgpkserv/
e Hay bét cv phwong phap nao ma ban cho la hop ly...

3.3 Nhap khoa (Import Keys)

Khi ban c6 dwoc Public Key cia mét ai d6. Ban can phai Add n6 vao Key Database clia ban dé
sau nay sé str dung den no. Ban sé dung chinh n6 dé giai méa hoa cac di¥ liéu da dwoc chinh chu
nhan cta né ma hoa bang Public Key ma ban dang cé & cac lan sau.

Dé bd xung mot Public Key vao Key Database ctia minh ban dung Iénh:

gpg --import [filename]

Néu gia tri filename bi bd x6t thi gia tri thay thé mé&c dinh sé la stdin

3.4 Huy bd khoa (Revoke A Keys)


http://www.pca.dfn.de/dfnpca/pgpkserv/

Bcw mét vai ly do nhw: Secret Key bi méat, UID bi thay dbi, né khéng con dap tng duwoc cac nhu
cau cla ban nira.. hay don gian 1a ban khéng mudn st dung Key dé nivra. Ban mubn huy bd
ching. Okies! hay str dung Iénh:

gpg --gen-revoke

Dé thuc hién diéu nay ban can mét Secret Key khac dé dam bao rang chi co chii s& hiru thyc sy
ma&i co quyen huy bo cac Key do. Luc nay! neu nhu khong biét Passphrase cua Key do thi moi
viéc sé tré [én vo ich, that bat loi. D& khac phuc van dé nay, GnuPG sé cap cho ban mét sy cho

phép huy bo Key "License Revoke" ngay khi ban tao mét cap khoa mai. Ban Ién cét gitr n6 mot
cach can than...B&i néu bi lot ra ngoai thi hau qué cla né sé rat nghiém trong.

3.5 Quan ly Key (Administration Keys)

O trén t6i da dé cap dén viéc tao, xudt, nhap va huy bé Key. Bay giv chung ta sé tiép tuc tim hiéu
vé viéc quan ly cac Key.

Dau tién! dé liét ké tat ca cac thong tin vé Key dwoc cat gilr trong Key Database cta ban:
gpg --list-keys

Dé liét ké nhirng Signatures:

gpg --list-sigs

DA liét ké théng tin vé Fingerprint:

gpg --fingerprint

DA liét ké thong tin vé Secret Keys:

gpg --list-secret-keys

Trén day la nhitng 1énh dwoc si dung dé liét ké va hién thi cac thong tin vé Keys. Bay giv sé la
cac lénh dwoc sir dung dé can thiép tryc tiép vao cac Keys dé.

Dé& xo04 bd mét Public Key

gpg --delete-key UID

Dé xoa bé mot Secret Key

gpg --delete-secret-key

Dé chinh sira thong tin vé cac Keys:
gpg --edit-key UID

Day la mét Iénh kha quan trong trong qua trinh st dung céac Keys. N6 duoc st dung dé thay doi
théng tin vé thoi han cua Keys (Expiration Dates), thém vao Fingerprint...cling nhw chinh sira cac



thong tin quan trong khac. Trwdc khi bat dau qua trinh ch|nh stra, dé ddm bao an toan GnuPG sé
yéu ciu ban vao théng tin vé Passphrase. Khi thong tin v& Passphrase dwoc nhap chinh xac,
ban sé thdy mét dong doi l1énh co dang:

command>

4. Ma hoa va giai ma hoa (Encrypt And Decrypt)

Sau khi moi cong viéc nhuw cai dat va cau hinh da xong xudi. Bay gi’ ching ta bat dau xem xét
dén tinh nang chinh ctia GnuPG la ma hoa va gidi ma hoa.

Ban can biét rang trong qua trinh ma hoa va gidi ma hoa khéng chi can Public Key va Secret Key
clia ban ma con can dén Public I§ey cla nhirng ngwdi ma ban muon trao doi div liéu véi ho mét
cach an toan. Khi ma hoa mét déi twong dir liéu cho ngudi khac thi ban sé phai chon chinh .
Public Key ctia ho dé mé hoa n6. Sau dé gt cho ho, ho sé dung chinh Secret Key cta minh dé
gidi ma hoa di¥ liéu ma ban da ma hoa bang chinh Public Key cula ho. Chinh vi vay phuong phap
ma hoa di¥ liéu nay to ra rat an toan. Tuy dé qua trinh nay dién ra nhw y mudn , trwedc hét ban

can phai c6 Public Key cla ho, tiép d6 ban can phai b xung Public Key ctia ho vao Database
Key cua ban.

4.1 Ma hoa (Encrypt)

Dé& ma hoa di¥ liéu ban dung lénh

gpg -e Recipient [Data]

hay

gpg --encrypt Recipient [Data])

Lwu y: Recipient chinh la tén cla ngwoi ma ban mubn trao doi thong tin ma hoa voi ho. Truwdc
khi mu6n mé hoa dir liéu va trao doi v&i ho ban phai c6 va da bo xung Public Key cQa ho vao
Database Key cta ban. N6i mgt cach dé hiéu téi da dung chinh Public Key ciia ho dé ma hoa div
liéu roi gtri lai cho ho.

4.2 Giai ma hoa (Decrypt)

Qua trinh gidi ma hoa thi don glan hon, sau khi nhan dwoc div liéu da ma hoa cla t6i gtri cho. Vé
phia ngudi nhan néu ho mubn gidi ma hod, ho chi viéc dung lénh:

gpg -d [Data]
hay

gpg --decrypt [Data]

Thuc chat cha qua trinh gidi ma hoa di liéu la ngudi nhan sé dung chinh Secret Key cla ho aé
gidi ma hoa di¥ liéu ma ta da@ ma hoa bang chinh Public Key clia ho. D1 nhién, khi ho muon trao



ddi dir liéu ma hoa bang GnuPG vai t6i thi ho cling lam nhirng viéc tvong tw nhw da néu & trén
ddi véi toi.

Ban c6 thé sir dung thém tuy chon "-0" dé xuét ndi dung giai ma hoa di liéu ra mot file & bén
ngoai.

5 Qua trinh ky nhan va kiém tra chir ky (Sign And Checking Signatures)

Thuc chét c6 qua trinh ky nhan va kiém tra chi ky nham muc dich tang cwong tinh an toan cho
cac phién trao doi dir liéu ma hod. N6 c6 tac dung chirng thyc ngudi ma hoa giam kha nang gia
mao nguw®i ma hoa va cac Key ma hoa.

D& ky nhan di liéu bang Key cia minh ban dung lénh:
gpg -s [Data]

hay

gpg --sign [Data]

Khi cac két qua duoc hién thj khong rd rang. Néu nhw ban mudn co mét két qua r6 rang hon ban
c6 thé st dung lénh:

gpg --clearsign [Data]
Néu ban muén tach riéng chir ky ciia minh ra mét file riéng biét ? Tinh nang nay thwong duwoc st
dung dé ma hoa nhirng file nhi phan (Binary). Ban c6 thé s dung Iénh:

gpg -b [Data]
hay

gpg --detach-sign [Data] . o
bé an toép ban vira muén ma hoa di liéu lai vira mudn ky nhan cho né...Khong van dé gi ca!
Ban co thé st dung Iénh sau:

gpg -u Sender -r Recipient --armor --sign --encrypt [Data]
hay

gpg --local-user --recipient --armor --sign --encrypt [Data]

Squ khi qua trinh mé& hoa va ky nhan dir liéu dwqc thuc hién. Theo nguyén tac chi ky sé& duoc
kiém tra khi qa’ liéu dwoc gidi ma hoa. Ban cé thé kiem tra chi¥ ky cla di¥ liéu da dwoc ky nhan
va ma hoa bang Iénh:

gpg --verify [Data]

TAt nhién qua trinh nay chi hoat ddng va cho ra két qua chinh x&c khi ban da bd xung Public Key
clla ngwdi nhan vao Database Key clia minh.

6 Front End



Néu ban khéng quen v&i viéc st dung giao dién dong I&énh. C6 rat nhiéu cac khac dé st dung
GnuPG mét cach dé dang hon. Ban c6 thé chon va s dung nhirng chuong trinh ¢c6 giao dién dé
hoa dé st dung c6 hé tre’ chudn ma hoa va giai ma ctia GnuPG. Nhirng chwong trinh dang

nay dwoc goi la nhivng chwong trinh dang Front End. Ban c6 thé tim thay danh sach cac chwong
trinh GnuPG Front End &

e http://www.gnupg.org/frontends.html

6.1 Graphic Interface
GPA

GNU Privacy Assistant mot chwong trinh GnuPG véi giao dién dd hoa ngwdi dung than thién.
V6&i GPA ban c6 thé xem Keyring cGia minh, xut va nhap Key, tao Key, Chinh sira Key...Va tt
cd cac tinh nang ma phién ban GnuPG chuén & dang dong lénh c6 thé lam dwoc. Dé cai dat
GPA ban chi viéc Down géi Tarball vé bung nén né ra va thuc hiénc cac cau Iénh sau:

Jconfigure
make
make install

Khi moi viéc da xong xudi, d& khéi str dung GPA ban gé:
gpa

Ban c6 thé Download GPA &:

e http://www.gnupg.org/gpa.html

Seahorse

Cing la mét chwo’ng trinh & dang Ifront End clia GnuPG dworc viét trén moi treong doé hpa
GNOME. Ban co6 thé st dung né de Sign, Encrypt, Decrypt, Verify di¥ liéu. D& liéu c6 thé dwoc
xuat vao bé nhé dém Clipboard réi n6 sé dwgce xt ly béi Seahorse. N6 thyc quan ly cac Key
cling nhw chinh stra cac thudc tinh cla cac Key da dwoec lwu triv trong Key Ring cta ban.

Ban c6 thé Download Seahorse &:

e http://seahorse.sourceforge.net/

Geheimnis


http://www.gnupg.org/frontends.html
http://www.gnupg.org/gpa.html
http://www.buginword.com

La mét ngudi ddng nghiép clia GPA va Seahorse nhung né dwoc viét cho méi trwéng dé hoa
KDE.

Ban c6 thé Downloaf né &:

e http://geheimnis.sourceforge.net/

6.2 Cac chwong trinh E-Mail (E-Mail Programs)

Géan nhw cac chuong trinh E-mail chuyén dung déu hé tro GnuPG:

Mozilla

Netscape Messenger
Kmail

Pine

Eudora

Mutt

exmh

Ban c6 thé sir dung GnuPG kém véi cac chwong trinh E-mail chuyén dung dé thwc hién céng

viéc ma hoa va gidi ma hoa di¥ liéu vai viéc str dung cac Public Key cla nhirng ngwoi ma ban
muon trao doi di¥ liéu ma hoa.

Mozilla va Enigmail

Vé méc dinh chuong trinh hé tror E-mail ctia Mozilla khéng hé tro GnuPG. Bé s dung GnuPG

v&i Mozilla ban phai s& dung thém mét Plugin cé tén |1a "Enigmail". Ban cé thé Download &:

e http://enigmail.mozdev.org/

Enigmail 1a mét Plugin cho Mozilla/Netscape Mail dé st dung céac tinh nang ma hoa va giai ma
hoa clia cac chwong trinh ma hoa théng dung nhw: PGP va GPG...

Kmail

M6t chwong trinh thw tin méc dinh dwoc tich hop trén méi trwérng KDE. Mac dinh né hé tro cac
chudn ma hoa nhw GnuPG va PGP. Ban c6 thé ky nhan va gidi ma hoa cac thong diép. Dé thuc
hién dwoc diéu nay ban phai cho Kmail biét "GnuPG User ID" ctia ban. Thong thwdng khi guvi
mot théng diép ban sé khéng gép phai yéu ciu ky nhan ciing nhw ma hoa théng diép d6. Mudn
Kmail ma hoa cac théng diép bang GnuPG ban phai nhan vao biéu twdng "6 khoa" trén thanh
cong cu.


http://geheimnis.sourceforge.net/
http://enigmail.mozdev.org/

7. Noi cung cép théng tin vé GnuPG (Source Of Information)
C6 rat nhidu ngudn dé ban cé thé tham khdo thém nhiéu théng tin vé& GnuPG:

e Trang chl clia GnuPG - http://www.gnupg.org/

e Trang cnug cép tai liéu, gidi dap cac thac méc va Mail List ciia GnuPG -
http://www.gnupg.org/docs.html

e Hay don gian ban chi can st dung tuy chon -h ctia GnuPG

7.1 PGP

PGP la mét ch,u’ong‘tr‘mh ma ho? dl‘:l’ liéu twong tw nr]u GnuPG dé duwocra dc‘yi,tu’ nhiéu nérr]
trwdc. Da co rat nhieu tai liéu viet vé PGP. Day c6 thé xem |a nguon thong tin rat hiru ich. Rat
nhiéu théng tin hiru ich c6 thé ap dung dwoc cho GnuPG:

e Trang chi cta PGP - http://www.pgpi.com
e Thong tin vé 2 thuat toan RSA va PGP, day la 2 thuat toan ma hoa dwgc sir dung trong
GnuPG - http://www.hertreg.ac.uk/ss/pgpfag.html

7.2 Key Server

bay la cac Server chuyén dung dé Ilwu tri» cac Public Key clia ban. Ban cé thé upload Public Key
clia minh Ién day va trao doi v&i moi ngudi:

http://www.keyserver.net/
http://france.keyserver.net/
http://belgum.keyserver.net/
http://www.keys.eu.pgp.net
http://www.pca.dfn.de/dfnpca/pgpkserv/

7.3 Book

Co rat nhiéu sach dwoc viét vé van dé nay. Tuy nhién trong khudn kho tai liéu duoc dich ra tiv
phién ban goc thi chi thay dé cap dén 2 quyén:

e Sach tiéng Anh dwoc &n ban véi tén "Applied Cryptography, Second Edition" ctia B.
Schneier (1996)

e Sach tiéng Pirc duoc 4n ban véi cai tén "Angewandte Kryptographie" ctia Addison-
Wesley (1996)

7.4 Cac ngudn tai liéu khac (Other Document)

Ngoai nhirng ngudn tai liéu da néu trén ban con cé thé kiém dwoc rat nhiéu tai liéu khac vé
GnuPG qua cac Search Engineer trén Internet.

8. About this document

Copyright © 1999 Brenno J.S.A.A.F. de Winter (English version) Copyright © 1999 Michael
Fischer v. Mollard (original German version) Copyright © 2002 Arjen Baart (Dutch version)


http://www.gnupg.org/
http://www.gnupg.org/docs.html
http://www.pgpi.com/
http://www.hertreg.ac.uk/ss/pgpfaq.html
http://www.keyserver.net/
http://france.keyserver.net/
http://belgum.keyserver.net/
http://wwwkeys.eu.pgp.net/
http://www.pca.dfn.de/dfnpca/pgpkserv/

This document is free documentation you can redistribute it and/or modify it under the terms of
the GNU Library General Public License as published by the Free Software Foundation; either
version 2 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY;
without even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR
PURPOSE. See the GNU Library General Public License for more details.

You should have received a copy of the GNU Library General Public License along with this
library; if not, write to the Free Software Foundation, Inc., 59 Temple Place - Suite 330, Boston,
MA 02111-1307, USA.

8.1 Versions
Original German versions: Version 0.1 was the first version in German
Version 0.1.0 (English) April 30th 1999, Dutch Queen's Day.
e This version is the translation of the German version in English with some adjustments.
Version 0.1.1 (German)
¢ New section "Boundaries to security"
¢ Improved explanation of signatures
e Changes after comments from Werner Koch (thanks!)

Version 0.1.2 (English) April 3, 2002

e Corrected a few typos.
¢ New section about front ends.

Version 0.1.3 (Dutch) May 17, 2002

e This version is a translation of the English version into Dutch.
Version 0.1.3 (Vietnam) December 3, 2002

e This version is a translation of the English version into Vietnam.

All changes are documented in a diff file: dieses Dokument

For the English or Dutch version: All remarks for this document can be sent to Brenno J.S.A.A.F.
de Winter ( brennoQRdewinter.com). or Arjen Baart ( arjen@andromeda.nl). Comments
help us make a better document and are greatly appreciated.

For the German version: Anregungen, Kritik, Verbesserungen und Erweiterungen einfach an
Michael Fischer v. Mollard ( fischer@math.uni-goettingen.de) senden, damit dieses
Dokument weiter verbessert werden kann.



http://www.stud.uni-goettingen.de/~s070674/GnuPGMiniHowto/
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